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1 SWS102 YEHSOZYUSE 2 2

2 SWS103 otMALE 2 2
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17 SWS128 AZEQOjEN 2 2 2024.03.01.A A4
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19 SWS130 Ol ZX| 5 H0ot 2 2 2024.03.01.%+ A1M
20 SWS132 AZEQIOZ =Lt 2 2 2024.03.01.A% A4
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27 BDC114 7| ZEAH AT ASHE 2 2

28 BDC116 ClolE{ utst7l 2 2 2

29 BDC122 24| 0| Ef 2 A1 2 2 BtPython 2 2
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SWS102 HEEDO0|E 8 &8 ( Cryptography and Its Applications )
FEED 0|22 &= 2AE|F, 7| &7, °|E1L*' Hot ZREF0| thsl SH&TICE AES, RSA, ECC 22 ¥ag|
Sab etEet sfalgts, SSL/TLSS2l QIEUl Hoto| 88 At E CHECL

This course introduces the theories of information security. Cryptographic algorithms, secure hash functions
and their applications on the Internet will be studied including AES, RSA, ECC, SSL/TLS.
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This course introduces the types of malware and their countermeasure technologies. Topics include computer
virus, Internet worms, botnets, spyware and their detection technologies.

SWS104 C|X|Z=# A ( Digital Forensics )
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Digital forensics is to answer questions about digital states and events. Major topics include identifying digital
evidences, intrusion detection, audit trails, log analysis, and legal aspects of computer crime investigation and
forensic processes.

SWS105 W EFEQF ( Network Security )

HEfAEME H2HO X 22 SENMEE HYEX 7|&, 4FH 7|8, U2 US7IE 52 HERA
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This course covers the issues of network security which include network access control and applied
cryptographies, intrusion detection and responses, traceback techniques, and DDoS countermeasures.

SWS106 AO|H{'HE ( Cyber Laws )

T F8 F7tel AolH #E| 3 2otZ 2Tt BM =0 oty &S
This course introduces cyber laws and regulations regarding computer crimes and security enhancements.

SWS108 A|FO{EE ( Secure Coding )
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This course introduces secure coding methodologies for enhancing the degree of software security. How can
we make a better C, C++, Java program in terms of security? We will discuss safe input and output handling,
interacting with other programs in a safe way.

SWS113 2R EEQt ( Cloud Security )
SEREQ MH|A HE ZEN 2 A B EYS S, 4 ASE 2o @At 0fof Ciek |Hh Hot J|&
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This class introduces cloud service delivery models and characteristics of the cloud systems. Students will study
security requirements and threats of each cloud service delivery model, and primitive security countermeasures.



SWS115 SH=Q0| 2Ot (Secure Hardware Architecture)
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This course will introduce various security attacks exploiting hardware side-channels and vulnerabilities in
processor and memory architecture. Students enrolled in this course will also learn about architectural
approaches that can mitigate the threats from security attacks.

SwWs120 =22 A0 U AL (Programming languages and compilers)

0

gojo] ot &l %t Q|2 MEMo=Z ofsfsty| o Eadt Z2Iaad A&

u!

%o
oy
EH
ne
™
N}
>
mjo

This class covers programming systems and compiler technologies required to deeply understand the
security and principles of software.

SWS121 EotZ 2 A U7|%& (Secure Programming)
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This class covers programming languages and methodologies for enhancing software security, e.g., ML,
Haskell, Rust.

SWs122 OjdllEz2| % 253 (Assembly and reverse engineering)
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This class covers techniques for the analysis and forensics of binary programs.

SWS124 3lfZl S #0f7|% (Hacking and defense techniques)
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This course introduces the types, principles, and response techniques of cyberattacks.

SWS126 A~ EQ0f EOt (Software Security)
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This class covers the fundamental concepts of software security and their application techniques, including
security analysis, secure coding, secure development process, and malicious code that exploits vulnerabilities.

SWS128 A EQ0f &4 (Software Analysis)
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This class covers the fundamental concepts of software analysis techniques, including dynamic analysis and
static analysis.



SWS123 @EAA HOb (Open-Source Security)
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The goal is to learn about security issues related to open-source software and their solutions.
SWS130 213X EQF (Al Security)
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This course will introduce the principles of modern Al and big data technologies and related security issues
and their solutions.

SWS132 AT EQ0f 35U EOF (Software Supply Chain Security)
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The goal is to understand the software supply chain and learn how to address related security issues and
their solutions

SWS125 ARAA|AE HOL (Secure Hardware Architecture)
AtEzt R HOJA|A™> (IACS) EotE sw NMEJF ZEO|A Ofssta, AtIALHE BASH] ZEHE HOt 7|

This class understands industrial automation and control system (IACS) security from the perspective of

software engineers, analyzes accident cases, and acquires the in-depth knowledge of related security
technologies and research trends.

SWS127 AT EQ0f 2ot %Al 7|& (Topics in Software security )
AT EQIOf Eotut 2t&St x4 O|fFE CHEL.
Recent topics on software security will be covered in this course.
SWS129 A EQ0f EOot MO|L} (Software security seminar)

M 2ZEQO Hot A7 EFMES MOL A= CHELL

Recent research topics on software security will be presented in this course.
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